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000:Enc (K ( ( t ) 000, K (T) 00) 

cd «fc e> fc^- -rs 3 £ % btibt?S)S*«, r ©£ e> v^itm 

So 

[0 0 6 1] 

EI6(CMoT> E KB^tf-Ty MCOV^S ^iCSfclJ!'*-^ ^ (Signatur 
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e) mmt*~~7uv>; (ekb) zmftLtc.wz.izm'gmizy*. 

^ttS^tftlEtcfcoTiE^j&^rarft^-^ny^ (EKB) 58fT##$8*TLfc^ 
Ift*-^^ (EKB) t^§ri:$:«gt5 0 
[0 0 6 2] 

[E KB £^fflL£n>^>y^-£<fct>*n>^>y<Z)@B#] 
[0 0 6 3] 

08 KZ.<DT-#Ml&*:^-t 0 0 8 (a) JCjgs-r*S/£lC;i3^T, Enc (Kc 
on, content) 8 0 1 Ziy^fyV (Content) & H > -r- > y 3f — ( 
Kcon) TfUffftbfef-^TfftU, Enc (KEK, Kcon) 8 0 2 
n>^>y3f- (Kcon) ^Ziy^-yV^r-^^^- (K E K : Key Encrypt i 
on Key) X*m^£LfeT- 9 T*2b *J , Enc (EKB, KEK) 8 0 3lt ny 
^yy^-m^^-KEK^mmit^--^Uv V (EKB) \Z <fc o TBff#fb b 

[0 0 6 4] 

3>f>y*-i#*-K.EKti, H3f^t;-K*- (kooo 

, K0 0-) , &£V^i;i/- h=5f- (KR) @ftt'feotfcJ:<, Sfcy-K* 
- (KOOO, K0 0-) , &£V^i;i,- h3f- (KR) {C & o T HSp#fb $ tlfc 

[0 0 6 5] 

c (EKB, KEK) 8 0 5 &ffJMLTV*£«^©«fifc0!F : 8:a*?\ 3 <Z> J: ? 
/SKfc^Ttt, ^f-^^t:Enc (EKB, KEK) &^fi0-rs C H & < , 
Enc (EKB, KEK) (C U > ? f -5 U > * 5fe fea^Tf 5 - * 9 VLtfjR 

•t & mm t. -t Z> d H W T*£ & . 



ffi$E# 2001-3038642 



#2 000 — 222125 



[0 0 6 6] 

0 9 lC3>T->y3f-H|F#*-KE K£, 0 3 J - F + -K0 0 £jg§T 

Lfe35«fy - K*-K (t) 0 0i:bti^Lfci^(Z)#l$:^t. EI 
3 © j&|§fl*T ^ £ - ~? ic ■& v % x >f :* 3 flf* « 8*<z>4S& ic j: y u >tf 

, 1, 2 tC*fbT0 9 {C^f (a) ^£Ht3r-^ny? (EKB) fc, (b) 3 
>^>y3f- (Kcon) fen^-r^ySf — BgF#df- (KEK = K (t) 00) 
"efff-SHbl/fc^-* (c) ZI^^^^ (content) ^Ziy^-yV^-- (Kc 
on) TffllH^ffcLfc'T 2 -* £.*mm-tZ>Z.£.\Z& *J, WXO, 1, 2(i3> 
> ^ w k. ffV^&o 

[0 0 6 7] 

V*fcfc#*MK:<fc*K n^-r^y^-m-i^- (KEK = K (t) 0 0) 
•t^o #ClC K (t) 0 0{Cj:St^tCJ:'Jn>r>^^-KconSU#L/, 

KEK=K (t) 0 0) Sr^-rSifcj^RriBfc^y, IHitfC :n >^ > ^ 
[0 0 6 8] 

03 iC^iMtfi©^-^©'^-* *4, 5, ^COIbF^Ot-*-^ (ek 

ryy3c-m^*r- (KEK=K (t) 0 0) &3t»i-& d #-eSfc^„ P» 
-T^±, 3>"r->y^r-Hff#^r- (KEK=K (t) 0 0) Z. MfiT* 

[0 0 6 9] 
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[0 0 7 0] 

fcfc, mmt^~^Uv ^ (EKB) , ZI>^>y3f-. Bg#^=l>^>^^ 
-~7uvV (EKB) , ny^yv^--, i#ft3>f>yS:DVD, CDf® 

w^znfc.m^ft^y'T-yy&m^ic.te. m-mmmm^m^nr^m^ 

(EKB) ©m-SftCJ: y§P,nS3>f>^*-S:ftfflt5 J: ? fCfil 
[0 0 7 1] 

Ell OtCfH^^lCBir^Ln^^^^ii^fefC^fb^-^D^^ (EKB) 

Ell 0 fc^iTWcfc^Ttt, ia»«fttcn>-T->^C 

(ekb) ZMfotfVfcy 1 -* tfteHrs *u se>icA-j;s>M©tafl:^-^ 

Dy^ (EKB_M) jW&WSftTV^S. «itfEKB_ltt3>f> , yClS: 
Rf-5Htb£n>^>y3f-K c o n 1 Sr^-TS©tCftMSn, «*JitfEKB_ 
2 C 2 &Hgp^fcUfe3>-r">^^r-K c o n 2 ©JCftflJ 

Z.(DWX*&. yMOimmt*- Zfn v V ( E K B M) #fB# 

IM£;flT£U, 3>f>7C3, C4MM^-^D-y^ (EKB 

M) lC2*j£#tte>JtXTV*5(0T?, f»-^n»;^ (EKB_M) <©8E#iCJ: 

Un>^->yC3, C4©n>f>7^-OTt§l EKB l 

, EKB_2tt^*^C|&M$*lTV^V^-?;\ if 

S:tg-&*r*fc«>K:^SI*iE KB_1 , EKB 2 S^f^TS Z. Htfi&mt &<2>o 

[0 0 7 2] 



2 2 
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m^mzK-h*-. y-K3r-, v-y*-^ m3<z>mmvv -w&tL 

-F> T-ZmZmmtir-T'UyV (EKB) ^^^ICHf^bbTKmi-^^ 

^fB^^nfff zmmz-D^x. armm-tz, 

[0 0 7 3] 

01 1 icpgjf y y-fli^cD^rf y 0y$:^-r o si uce^t, 

<D$*lS58UZ\tS - K3f- 1 1 0 2#fft5£;*tu STSKtt, 'J-7^-1103 
[0 0 7 4] 

-W£.LTM±&.frbmMm.B<D3b$> S - K£:ft^=ry 7- Fl 10 
la^y-K^-r*. HM!8(E> 1 o<Z>y — KSrlB^i: ITJKT, M+l|£J^Ttf>y 

[0 0 7 5] 

MxJffll lO*MgB0 1oC!)/-ni 0 5 tCti*^=r U [^f'J^ff 

o-raasstis. -r&t)^, ;-ki ios^t^, ^tu^f-f y^©*f^ 

[0 0 7 6] 

s e>jc, MSA^sta^Tffiossr^^^iry y - k i i o 6 z. vxmfe-t 
sifc^ss. Mx-tfEIfc^-r J^tcj&^iiy [^^yxf^v?] y-Ki 
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jc, t^*f ^ u ; - Ktftss^ai©; - k i 1 0 6jg*Tic s^ts^ 

tc-€-©Ttttc, W^I?£#fgtf£«fS©#^y [PHS] y-Kl 

io8t m^nm ;-ki 109 ^ts-^^ts. 

[0 0 7 7] 

(EKB) ££j&LTlgfgU Hj&y - KJ^T^^^-T * lC*f 0T<Z>#fUffi 
«Tffi - # #@fif9 «TtB £ & S = 
[0 0 7 8] 

Si-**-*-, 3>f>y^n;WWf©;-K5:E*i:t5«^- 
(EKB) &#Jtltnc£j3cbT, Igj&y - TOTJcM-TS^A-f^icgB^ 

A-T * IZ &± < & %.& £ i* jc * — 35«f 2> Z\ £ £ -5 . 

[0 0 7 9] 

[ffilg E K B fc J: £ * -BH3#l£] 
^gfA^ (y-7) J&tcSSffi-**-^ dp~IB^r5fe7 s A^^©m^bTV> 
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, a, g, j K{c^T^^tg&^Mt*-:/ny? (ekb) 

[0 0 8 0] 

Mx.li35ff;i/- h^f-K (t) roott'3>f>y^f-K (t) con&Bf 

^immh. ekb t£3jizmm-tz>m&z^x.z>o ^.com^, wxa, g 

, j it. ^ti-eti^Bl 1 2 (b) iZjjk-t U J:t>V - K3f-£MVNT> EK 

Btf^JgfcUfi 1 LTK (t) root£Ifc#U ^Slff^- h K (t 

) root(Cj:ot3>f>^^-K (t) c o n©t#Ml?:llff btn>f 

[0 0 8 1 ] 

zi©«^{cii«S*iS^Saj'ffc^r-^'n y * (ekb) 013IC^t 
£t>iztez> 0 mi 3 iz^-tm%)fc*-7nv ? (EKB) 5fe®0 6T'|i^b 
tz.mmt^~^U^ i; (EKB) ©:7tf-^y hJCLfe*<oT=BlJ*34xfc%»©T? 
&U, (Bf-iHfc*-) tftfo-t&Z tr£.Zft^> 0 *9\t. SfclcH7S:fl!v* 

TiJi^bfej:e){c^ (D , ^ (r) , -eti-rnflD^ff^ic^-^^fttitfo, & 

[0 0 8 2] 

^seMb^f-^dy * (EKB) 5:ffLfef/H^H Mmt* - ? U v V ( 
EKB) <Z>Hir#ft;=¥-i:#^tCgo-VNT, JK^^fc^-^tt^aSr^ff LT 
- K©35$r*-«:1R#LTV*< 0 ® 1 3 tc^f J: ? ic, ^8&ffc*-:7ny 
* (ekb) ii, h^e> U - 7*-CCDSfS[ (t^*) ##V\}3£\ -ZCDr- 

[0 0 8 3] 

r©i^j;tM^-^n7^ (EKB) ©^-draogff^SrwriBhbfc*^ 
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K-D^xmm-t^a Hi4ii, im^-^d*^ (ekb) z^-mm^^^ 

[0 0 8 4] 

013i:nm 'J-7?:Mt5W^a ) g, j lC*f LT#-, «*.tf=i 
fS^A^fjUC J:oT©#*$/£3*l&y T J -SrKtiS-rs. r<Z)^-£\ 012 (b) 

£^#j*Kg^T«rfcfcy u lthi 4 (b) ©yy 

£*l£o KrootA^Kj * T tt£ < &«&tfil£ < 1 o©&(D2*##£-r*U£ J: 

2M»S14 (a) y-#«£53*lS„ 
[0 0 8 5] 

014 (a) izm-tZol^ ; - F i: IT K o ^^idft L fc^ 'J - # 
£i&£*i3„ H$T^-M©£&<£^^b^-^ny * (ekb) rtik© 

fBriftyu-fcii^v^T^'rs. 014 (a) ic^t-yy-n ^anb^-^n 

(EKB) &«#«rtB&*»y ~ K*fctty-7&*TafcLfe2#ll£^y 
«HPgM^U-*e*>So Jg#T^-SBfi©£&©^M;^-:/n y ^ (ekb) 

[0 0 8 6] 

5t©013«bfci»-^^ (EKB) H #U-^ a , g, j 
fr^K r o o t JcM££T*©t-^T©^-£f^-!HbL£-T-*-# &ffr»LTV*fc# 

-fmtS. 014 (b) \Z^&*)\Z.%>f\%2> \£v VM$L*m-tZ>* mi 
33J:tfa£2lfy Mi, 01 3 ©Mi:, Httojftift&frfc, £ ( L) , £ (R) , 

#;WM£*iTv^^itrte l , ^-^tf&v^-^n 0 £ LTig$££;ftS 0 
[0 0 8 7] 
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Z>m%Jit3r-'7n v V (EKB) It. 014 (b) iZ^ZolZ, M 1 3 jC^-f 

ifc^r — ^Uyt? (EKB) Sr^tfl bfc#-?A>f *Ji, * 3 fcfy Mc 1 

£1131?- MX-tf^VX a Bgfftf-^Enc (Ka, K 
(t) 0) £ U -7^-K a IT, y-K3f-K (t) 0 S®#IT, ^ 

-K^P-K (t) OCiotlf^f-^Enc (K (t) 0, K (t) roo 
t) 5:t^LTK (t) rootl:$#t5„ T^W^jtt, m^ltr-ZEn 
c (Kj, K (t) root) Sy-7^-KjT?«#lt, K (t) root 

[0 0 8 8] 

SfflV^T^Sfr-ffc^r-^n^^ (EKB) ££f£-T£^£lCj: *j, 
©tM^-^n^y:? (EKB) £ fctfoTtB »J , ^Sfrft^r-^n 

(EKB) ®^-*gB##^Wlc|gfTitfffifcfc<5. 

[0 0 8 9] 
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kb) mm&*!mt.te&. ^yrjr^m&cD'gmmmz-D^xte&m. 

[0 0 9 0] 

Z\(D £o 7~U y ? (EKB) it. %t-<*>7, DVDf© 

mmmmmz^L&m&£?zz.£tfvsmT*&z> 0 mm. -t&nm^t* 

&V&&nmMT-9£VT<D*yto£.*&tim$b{t*-'7Uy9 (EKB) 

Mmt*—fuv>? (ekb) \z^&n&mnfc*-?-z*z>fmv>mm?- 

EKB) Vm(T>%V hV-Z $nfrlsXmm-tZ>Mf&£.LX*j&^ 

o 

[0 0 9 1 ] 

&jc, ±&htc.mmv v -m&*mm^fcmmt*-'7uy z (ekb) \z£ 

[0 0 9 2] 

m*m-t&**vij- F^e>smmm<Dmmwi& s^ifeyn*^Ht*«. 

[0 0 9 3] 

IHl 5fC^-f J:5{C, f3'H^tt3 OOWu «tL« % akfM^E ^ 3 1, & 
[0 0 9 4] 
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01 5ic^-r4:e){c, mm^^^-jvs mm. $mm%.^-v b 5 o 

, fB'BI^-y h51, &£.&/m»=L — v h 5 2, *BSfg$En.-y h 5 3, Bf-5§- 

fb/at-j^-y h 5 4 feiufMfflrii-y h55 zm-tz* mn^^=L-)V3 3 & 

, i/>^;i/^^^(7)^#ra#M©matiii^-e^u, #jf«3t&*u was©* 

[0 0 9 5] 

fEtgany N 5 1 it, EEP R OM (Electrical ly Erasable Program 

mable Read Only Memory) & if (D^fW * ^ U T*& U , SgSEgiatC&Mfc&l-? 
-#fc£a>j|S*<Z>7 s --*&iB1»LT^5. @161t fB'Ife-y h 5 1 &CfB'|g£ 

5 1 UW&r-* I K0~I K31, SggH^ll^-* I Dmfc.fctffB'Gi/B^r- 
# K s t r 

[0 0 9 6] 

MUm?-* I KO—I K31&, fBH^fi3 0 0#H£$!iS2 0 0 fc©ISlT?ffi 

. I KO~I K31;J3J:tffB*jatt<5 s -*K strti, 3B1B$g 

S3 0 0©#awe>3&*&fcv*J:-3K:&oTv*«5 o SSSSBBH-t 5 - * I D«lt fB'H 
^«3 0 0 JC*fLTrL±-^K:#^P,4xfe8«3lI-5 i -*7?*»J, ^i&-f£<fc ^ 
aEfflt&S3 0 0^4^12 0 0 iKJDra-efflSiSaESrff -5BRK:lHi*ffiS*lTS^ 
if 2 0 0 JCffi^jSnS. IB'Mlt^-^K s t r fcfc, tlt§J:e)}C, zr>^ 

U 3 4 KliBlJrt&lgSJcjavt&jriS. 
[0 0 9 7] 

flt^/?H»3.-'y h 5 2ti, 0J*.tf, I SO/I EC9 7 9 7 <Z)M A C (Mes 
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sage Authentication Code) E (DM* ©Sllit&fTo T^f 1 - # %&I&-tZ> 

. MACigJSlCM:, #[;U£, "Block cipher Algorithm" £ LT F I P 

SPUB4 6-2 tC#|/£$*l£D E S (Data Encryption Standard) V* P>^-5 

[0 0 9 8] 

*BSSBKrL^y h5 3ii, S4il2 0 0 A^^-f^f-^ 
5>yi/i^ : E'J3 4 lc##&frgM^£^e><Alc$fc&oT, S£I£S 2 o 0 tom 

[0 0 9 9] 

Hgp#ft/tt#3.— V h 5 4 tt, DES, IDE A, MIST Y t£¥(D~7n v 9 
$§-%T)l3V X2±V(Dm-%fcZ4fo 0 S^- Ktt, FIPS PUB81 

"DES MODES OF O P E R A T I O N " KMfe £ *lT ^ £ J: ? & E 
C B (Electronic Code Book)^— K£ «fct^C B C (Cipher Block Chaining) ^e — 
KT?*>S. " Hg-^fb/^rL-^ h 5 4 DES, IDEA. MISTY 

B^- KfiitFCBC^- KT&S. 3IECB=E- K;J3 «fctf C B C=E- F©^ 

it/QL^-tSo fflm=L=.y h 5 5tt, SSL»^a.-vy h 5 0, |B1*:x-y h 5 1 
, £l£j&/itJ|rL- v h52, ffiSSgSE-^-y h 5 3 fc<fc 0W^fb/fc#:i— y 

[0 10 0] 
(75*;i/a^ : E i ;3 4] 
75r>a^ ; E , J3 4lt 3 2MA-f h©|Bf tS D y^V 

S/rr^^E U 3 4 ictt, *BSSg3iE3.-y h 5 3 &C J; 2 0 0 fcgB«U3S«3 
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3 lCj:SS^iS«2 0 0 £fBtt$IS3 0 0 £ <Z>fTO*BSf§$E#t3lfC «fc o TIE^& 

tS4i*2 o o icm^/^ti^,, 

[0101] 

^TW§ 0 017tt, S/a.^^y 3 4 JCgBISStlS^-^&Ittre-rS 

fcfttSDHT**. Sfl 7KB-t£?lZ y 75>r>a^€'J 3 4 S 
4fl7 7>f;K ^IfcCD h^y ^T 1 -* (S^t 1 -*) Jltfm'BZftT^ 

Atf, 1 l^fflt-f-f rt^-* feiSflcfS. «T> 75»; 2/3.jl^y 3 4 (CfB 
[0102] 

hi 8 it. m^m? t j ft&mm&ttL, mi o atao ®atra 

C3f-^77^MM^t. SM7 7^;i/H 16KBi»77 
-Y^Tf&S. ATRAC3f-^77^Mt ftWtot, Sfc^CDJBtt'Sy 

[0103] 

S, 2/U hn- KOQ^^U*- - S, ffiHH©S^^- T R 
KTBL, ^ =E U A - F^OMi I N F - S i:^ ^j;5 0 f-*77>f^ 

h^^^ffi^-tti^h^^^iiTRKINF, - ^ ti?3fi 
PRTINFh, N 9 y # ©tf jfi&ff ?R I NFfcj^f,ft5. 1fort~V 
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[0104] 

lfiA^raiTATRAC30^f-^^< o ^T r -^»> 16K 

©li, ATRAC 3^-* 7 7>( frW<D&&T~#&(Dny j ryy j r~#<D&'V 
[0 10 5] 

02 0 JC, ATRAC3 f-^7T^;i/A 3 D n n n n <D^r- % Sr^t" 

>r;U ( 1 -fU Vt) fc#a*3*lT V^„ g|2 0 2 7*n>y^ (16X2 

= 3 2KA>fh) <D&XUy h<D9cM<Drt<4 h (Ox 0 0 0 0-0 x 7 FFO) 
*^S*lTVx*„ 02 1 {C#HLT5t1-<ke>lC, jSffi/\»yif©3feS3^e>3 2A>f 
hj^^y^T&y, 2 5 (2 5 6A>f h) TffttJ, 5 

l 2;U h*«ffi^MJgsNM2 (5 l 2;H h) .*e&s 0 M'&^V #(D^V #IC& 

[0 10 6] 
BLKID-HDO (4;WN) 
jftl$ : BLOCKID FILE ID 

{Big : ATRAC 3^-# 77>f ;i/tf>95ggl?& 3 3 SriBBlPTS fc«>©te 
ffi : 0j£te = " HD= 0 " (MiiiO x 4 8 4 4 2 D 3 0) 
[0 10 7] 
MC.o d e (2/1-f h) 
Si* : MAKER CODE 

it:±ftlOtrvh (*-j5j-=i- K) T&6tfyh 
[0 10 8] 
BLOCK SERIAL (4;Uh) 
3ft I* : h9s/##lCtftf e>*lfc3*i&#-£ 
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i: OiiJ^iJOxFFFFFFFFtt'. 
[0109] 
N1C+L (2/W h) 
jftHfc : h7»;^ (fif£) 5 s -* (NM1) fc^^T 

i: SN1 C+Ltm— 
[0 1 10] 
N2C+L (2;H h) 
S*: h^y# m%x) (NM2) (DM'ffi$:^"r 

m : s n i c + l tm- 

[0 111] 
I N F S I Z E (2;H h) 

f : t^XttOxO0OO^P)0x3C 6 (9 6 6) 
[0 112] 
T - P RT h) 

-fit: 1^^0x285 (645 dec) 
[0113] 
T - S U (4/UM 

4 4. 1 kHzCDt^^'J^yMiltH^tlfcl 0 2 4t>^.(l 0 2 
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4Xl6tfyhX2^>*;i/) <D*-tJ *tt-% Zffi 1 / 1 OfcjE$§L£tfc 
fl©SU"t?#j£ 3*1 1 ©O)^*:^"* 1^5 

mm-. i h^yf *©^i»©ii!8Esu«s:^'r. ffl(DM#^r^jc=ra^-ts 

fi: Ox01*60x001FFFFF 
[0 114] 
INX(2/t-fh) (Option) 
MVfc : INDEX (DffiMWiffi 

mm : ffi©Stf©3P# (4#»«rfcaP30 <Z>$fcS&3^jtf>f >*. Sf©$fc®**e> 
CDfiiSS:SU©fi8tS: 1/4 Lfea-rjg^-rs. £*ltt, jI^CD S UCD 4 m<D& 
3©B£H (Hl9 3m#) ic^^-r-s 

ffi : Ojb^OxFFFF (**, 6 0 8 4 #) 
[0 115] 
XT (2/W h) (Option) 
£1$ : INDEX 0)n$iB$m 

mm : i n x-nnnx^mm^nr^m^ibn^.-t^mm(D sucDmm^ 1 /4 

L/fe«T*iS , r<S. £*ltt, jlS©SU(Z)4^(Z)^3(D^ra (»9 3m^) {C*B 

1:0 x 0 0 0 0: MWife 0x0 ljd^OxFFFE (S;*; 6 0 8 4 fj» 
0 x F F F F : &0>1&t> *J * T* 0 
[0 116] 

^ICffiifeMJSSNM 1 33«fctfNM2 ICo^"^^*. 
[0 117] 

NM 1 
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Mm : mzzm-tJc^m 

£m?-*(DmTte. i^-f »S8n-F (0x0 0) 
HI (0x0020) 7b^^;i/ (0x00) £ 1 A-f hJ^_hfE^£^£ 

[0 1 18] 

NM2 

Mm : $\&*m.-tsc^m 

i&ttf^-^(Z)^Tli, i6M*«FSBn- F (0x0 0) &3F£&tfrfc 

HI (0x0120) fr<b5UV (0x00) £2/W h J^LLIE^f^ Z. h 
ffl:#S^n-F 0 

[0119] 

Mtt^^y #<DmfetiLM (0 x 3 2 0) 8 0 A>f htf>^-#£ 

©fif*&^*SLT«a"t-S. 02 2{CTRKINFdD§^S:^t. TRKINF 

[0 12 0] 

E K I (1 A>f h) 

Mm:w&<nmmvv-mmz&&mmt*-zruv>7 (ekb) ic^oxs 

«S*lSHgp#-fb3>^>^^r- : E (KEKn, Kcon) Sft5^*>^ 
1-„ 

M: b i t 7=lt^-t, bit 7 = 07?iU bit7 = 0ffii^i, 
EKB_version, E (KEKn, Kcon) 

ffi: Oyd^OxFFlt 
[0121] 
E K_v e r s i o n (4 h) 
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mm : ffiT&vmmy u -mmzzzmmt^-^u v v (ekb) ic^otis 

B) 077^^^f o 

33>^>y^-£:£&££&<Z);t^L3f-yn y ? (EKB) Sr^f. 
H : 0^&0xFFif 
[0 12 2] 
E (Kstr, Kcon) h) 

COX N U-^3f- (K s t r ) T*V&mkLtz.T-& 0 

mm-. zjy^yv<Dm^mmicmm^n^> 

M: 0*>&OxFFFFFFFFFFFFFFFFit 
[0 12 3] 
C_MAC [n] ( 8A4 h) 

mm : nyTyvmm&^z&timm&TRK i NF^mmtm.viy-^y^ 
^fr^ftmzn&m* t^vjj-wm^mmizm 

[0124] 

A (lrW h) 
^» : 02 3 &0mhTSATlZ.Mm-t2> 

fc£U N=0, lC^E^^H bit7^1t-t^i0, *4>m-% 
(L + R) (D&0)!&MteJ oint^-F^^;?;^ btl^tS, b i t 2 

, i (Drnmitm^^n^mitMnhx^miD^o 
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[0 12 5] 

A©ifyh0{£, myyr^xcDrty/X-y&mti&Zmf&L. if v h l it. n 

4skip*\ mnn£fr<D'mmz&f&is. tf^h2«, -r-#£3\ mz.it* 

JtHTf&S. tTvh4, 5, 6$:ffl^-tSIi:(Cj:ot, H^O^^tC, A 
TRACSO^-Kfi^lS^tlS. -T^t)*>, Ntt, CKJD3 If y f*T?^3jft 

■5^- KoMg-ea&y, ^/ (n = o, i), lp (n = 2), sp (n = 4), 

EX (N=5) , HQ (N=7) (D 5 mM<D^ - FlCO HT, fB#^^ (6 4M 

*l*t£*lTVA£ 0 1 SUODA^f (^/ : 1 3 K LP: 1 9 2 A' 

4 K S P : 3 0 4/W K EX : 3 8 4 A-f K HQ : 5 1 2/H h) 

. $ e>{C, tfy h 7{Cj:oT, ATRAC 3 0)^- K (0 : Dual 1 : Joint ) 

[0 12 6] 

— mtLX. 6 4MB©^ ; E'JA-K?:ftfflU S P i E- KCDS^lCo V^T-Si 
6 4MB ffl^t'J KtCt±, 3 9 6 8^0 7^^5. SP€-Ft 
It. lSU^3 0 4yHhtfe5©t', 1 -fU y VIZ 5 3 S U###f5. IS 
Utt, (1 0 24/4 4 1 0 0) »}Cffl3tS. ftoT, l:7nv*te, (10 
24/44100) X53X (3968-16) =4863 # = 81 # 

IkjgI U — Mi, 

(44100/1024) X304X8 = 104737 bps 

[0 12 7] 
LT (lAMh) 

t.ft:S4«IK7 5y (If y h 733<fctflf y h 6) fct^Ur-f^-yg^ 
(If y h 5 - If y h 0 ) 

# : If y h 7 : 0 =ffill®fc L 1 =0JPS^ »J 
If v h 6 : 0 =IMp<g 1 =»ll 
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[0 12 8] 
FN o (2/1-f h) 
S* : 7 7^f;i/ff 

HIE : *^J{CfH^3 4x^^(7) h^y*##, .aoCKDfttt, ;* ^ U Kf*ftf> 

-fit: 1^60x 1 9 0 (400) 
[0129] 

MG (D) SERIAL — nnn (1 6A>f h (upper: 8, Lower: 
8) ) 

MM : 3B»*IS<Z>"fe^ay ^-f y * (t^a'Jf-f I C 2 0) <Ot/V T)V 

fg : 0 £ OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0 13 0] 
CONNUM (4;W h) 

: n^^ylJI^-SI- 
otflStlS. 2©3 2i, 4 2fltft^ffiiftS4lTfe»J, IBIS L£ ft ©IMC 

ft : O^MxFFFFFFFF. 
[0131] 

YMDhms-S (Option) 

mm-. EMDvi%i£'r&n&mi&z&*i'*z>Ri& 

YMDhms-E (4;Hh) (Option) 
MM : If £fWIStf £tf> h 9 y * ©fS£»T B B# 
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[0 13 2] 

MT ( 1 b) (Option) 

mm: EMDT*tufe2ft2>m*<DH&mm 

it: lfr&OxFF ffcmmomt. OxOO 

LTfflb i t 7 (DMtfO (DM&IZMT (DMlZO 0}L-$Z>Z.}L 
[0 13 3] 
CT ( 1 h) (Option) 

Mm : n&mn 

|: 0x00~0xFF tM£M£>B#1± % 0x0 0T'$5 

LTCbit 7^1T'CT(Di^0 0 fc^lt^S Z. £ . 

[0134] 
CC ( 1 A-T M 
rgtflc : COPY CONTROL 

1:024 {C^i"J:^(C, If >y h 6 £ J: 7 fC J: o T 3 t?-»|Jfif# U 
, fc^y h 2 3 &C J: ott^a'Jf-f yj'fglEl/^^t. t?>y h 0 

CC©M: (bit 7, 6) 1 1 : MM<7) 3 tf- £ff nf, 0 1 : 3l^-i± 
,00:1 taoOUfcT— SffFoT (b i t 3, 2) 00: T^D ?*&V\ L^-f 

CD*P)0f^>^^tt'li (bit7, 6)l±0 0, (bit 3, 2) it 

o o 

[0 13 5] 
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CN ( 1 AW h) (Option) 
MtiH : tSit^-r i?9Jlzl\£ — H SCMS (High speed Serial Copy Management 

syste«) tcfe^s n tr-fforiaa 

- ^ l mft © »^ £ © # W8fr "T? & *J » n t:° - r £ tc MIT "T § 
|:00:n fcT-illfc, OlA^OxFE: mm. 0 x F F : [S$fc«Mo 
[0 13 6] 

±Ilfe N^y V'mmii&T RK I N Flzm^X. 0 x 0 3 7 0^?)i&i52 
4 AW £A-ylf3ffltf)A?- N y'»#fMP RT I N F £U£t>\ 1 oCD 

h^^y^$:^tS[C07\ o -^T^-rS^lC, ^Wffi<7)jli#iC P RT I NF» 
T^<„ g25i:PRTINF©M?:^t. PRT I NFp<ifflf-^(:o^t 

[0 13 7] 
P RT S I Z E (4 AW h) 

mm - rt-vcDKizz^m-?* v^x* v m±m , tosu: 1 

/W h (_L&) . ^7SU: 1 AW h (fiTffi) 

# : * ^ * # : l*>&0xlF4 0. (8000) , H§M SU: 0/d^0xA0 
(16 0) , H7SU :0 7b^0xA0 (160) (4HU S U(Dffc;*.:fr tt, 0 
, 1, 2, fcOfr&BB&^S) 

[0 13 8] 
P RTKE Y (8aW N) 

-fit : O^fjOxFFFFFFFFFFFFFFFF 
[0139] 
CONNUM0 (4/W h) 
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-fit: nyTyy&mmmnmm*-t.mvm£zti&o 

[0140] 

mZOizMZ* ATRAC3r-^7 7>f;i/0lttA«y^(:il M 2 0 IZm 

afc^e>n<5 -e-ti-rntci D^^-^^^x^anstitv^*. 

[0141] 

Ji^LfeMtt^^ *Oc2frLT, AT R AC 3 f-^ 77^;bffl#yn v V (D^r 

[0 14 2] 
BLKID-A3D (4/Hh) 
: BLOCKID FILE ID 
Wim : ATRAC 3 # ©$fcHgT*& -5 £ &«Mt5 £#)<Z>ffi 
i:M=" A3D" (1x^0x4 1 3 3 4 4 2 0) 
[0143] 
MC ode (2/W h) 
: MAKER CODE 

[0 14 4] 
CONNUM0 (4/U h) 

: mmzwhnr=.ny7-yvmm.^ 

mm : fen-- ? jcTSfeft® I DOfijfU M^S4xT =fc-fitJ±geft 

fig: n>^>y*ft##fa&te*-fcHStefc3;ftS 

[0 14 5] 



4 1 
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BLOCK SERIAL (4 b) 

MM: b^V ?mztfvt>titmffi&-% 
mm £ ti r * m & mt $ & v ^ 

-fit: 0J:Ui6i»J0xFFFFFFFFfe 
[0 14 6] 
BLOCK-SEED 

mm'--?uv>7(D%mte. mmm^(o^^a.v^^ 7ay?T*$mz$im. m 

M : 30&iJ£ 8 /t>f h GOgLffc 
[0 14 7] 

INITIALIZATION VECTOR ( 8 /W h ) 

fit 

©tffrf©®^© 8 A>f h£Mv^ 0 |g^$tlTt)ffi$:^^$i±^VA 
i: 0^&0xFFFFFFFFFFFFFFFF 
[0 14 8] 
S U- n n n 
MM : Wy\!3.— V bo?-* 

1.0 2 4it>^';i/^^j±M^tlfcT 1 -^, JESt^E- KtCj: Uffi#£*l£ 

B£T?t±, N = 3 8 4 A-f h) 
It : ATRAC3(!Df-^lo 
[0 14 9] 



4 2 
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02Otli, N= 3 8 4ffeS©T\ 1 ZfU y V\ZA 2 S U#a?*Mx5„ £ 7c 

D«yh (2A^h) iCB LK I D-A 3 D, MCode, CONNUM0, BL 
OCK SERIALfciiCf^tlS. ^ot, 1 ~?U v V (D& 'J <DW$M A 
>f M£> (16, 384-384X42-16X3 = 208 (A-fh) 
Zl<Z)^{C±jibfc J: O (C, 8 7Ub©BLOCK S E E D ^HSlCfEiS^ tl§ 

o 

[0 15 0] 

ATRAC 3#^T*ffi$S£*lT^£,, M ? > K^l^ y h S U 

t^oT, ia'itMS3 o oa* e>?i£gs« 2 o o tc^-* zm&m-?m&iz 

(D&mii&iZ. A T R A C 3 & if (DA T R A C #5£J^<7) CODEC fiHX* =b <fc 
[0151] 

[0 15 2] 

75*; S/rL^y 3 4 fr%(DT-Z<nmfr&Lt£E(Dfflmi£fto a 
[0 15 3] 

0 1 5 Km-tU£mU2 o oofllfiRtcov^TSiwr'S. S£IS«2 0 0tt, M 

7L\f. i»=E^a-JI/4 1, If>f>*-7i>f^4 2, flflffll^ ^ a - Jl 4 3 
, II=E^a-;i/4 4, JEtt/fa^^a-;!^ 5, Xtf-jj46, D/Afi 
#14 7fe<i;t>*A/D^m#l4 8 
[0154] 

i^um^V=L-;v4 1] 

±f(I^I ; E^n-;i/4 1 H\ |?£I£fi2 0 OCD^Mfc^tfjlCftJ^-f £ 0 
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[0 15 5] 
{mm^Va.-)VA 3] 
01 5 {C;jtir J:e>fC Wffi^Va.-frA 3fcfc, fill $IWL%$L3--V V 6 0 
, fB'tt^-y h 6 1, «t^/ttSU?iL-*; h 6 2, ffl:E83iE3.-y h 6 3, f® 
#-fb/tt#3.-V h 6 4 fej:t)fflJia- y h 6 5 *m-tZ> a iWfflr^E ^3.-^4 3 

i$C?:|g^-rs„ gH'UrL- >y h 6 1 tt. fg§EM3g&C i &M&1S* # SrfB'UbT 
[0 15 6] 

H^/«S?a»3.n^ h 6 W?Li£. I SO/I EC9 79 7 fflMACi 

"Block cipher Algorithm" £ F I P S PUB 4 6 - 2 lCM/£3 *l£ D E S 
[0 15 7] 

^5:sH'[SiSa3 0 OJCffi^t-S«ff^S:ff-5©JC5fe3ioT, IBiftlSS 3 0 OhODri 
*effi2»3I«LaS:ff-5. fBSfglE^-y h 6 3 li, IBISES 3 0 Ofrb* 

XT-ZZAtftZMftZftomzftiL^T. fB'H^e3 0 0 fceolgpeffi 
SSSE«tgiS:f?-5o ffiSSRfErL- y h 6 3 fflSfSfEJMtc fcv^, 15 

^bfeMAClI^T^ SSiS^IEMtii, IBII^-^ h 6 1 (CfBH^tl 
T^£^-##Mv^*l.g> 0 ffiSSSE:!— v h 6 3 #1 

A°-y-^;i/3>t^zL-^ (PC) i o o&sv^ti*y M7-^J:©3>fcr 

>fcTa.-4f (PC) 1 0 0&5V>li*y h »7-^Ji<Z)3 > tTn- * ^©WCWS 



4 4 
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[0 15 8] 

H&#fb/tft#3.-y h 6 4 ft, BrfMU7t J: e> frC FIPS PUB 8 

Q 

[0159] 

Vgmt/m^X.-V h 6 4 ft, FIPSSlOf-Fffl^, ECB^-K£ 
itfCBC^-FCi^&I^ICf^o lit, HWt^-^F6 4tt 
, CB C^E- KJCfcV^T, 0fAli5 6 tf*y hCDH^-* k fcffiv^, Bir#3:&, 
6 4 If-/ h^^^-SBip-^'fb^n y ? Zm&£ ITtf lT¥^?:^t5 0 
[0 16 0] 

ffifffirrt- >y f> 6 5 it. ft8t$&£:i-y h 6 o, IB-Rn.- >y h 6 l, 
m.n=L~y h 6 2, ^S^IIrL- >y h 6 3 <fc tfP|HHt/tg#rL - v h 6 4 (DM 

[0161] 

m^V=2.~)hA 4] 
ll ; E^a-;b4 4tt, 01 6 &C^J:e>{CfS'l5l!£fi3 0 0©7^^y 

3 4 ft{C|B1*3jftfc h^y 3.— 9*3^e>CDtRf^ffi 

a* tC » V * X MM h X ffi tc & h =y v V *r ~ % V 7 -f £ £ J* f -5 . 
[0 16 2] 

mmxwM^p=L-jv4 5] 

JBE«l/#« i E^a-^/4 5tt, fE'liI£tt3 0 0 ^ £ Ai? L fcBff#ft3 

M4 7i;ti}M5 0 CD, DVDfeS^ttPC 1 frt>A±lLtz. 

ATRAC 3 ^■ejEttj-rs. 
[0 16 3] 
(D/AfEiftS&4 7] 
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[0164] 
[^t°-^4 6] 

[0 16 5] 
[A/D^a#l4 8] 

8it Mill CD^l/-^7 a^^A;frL£y:^^^:£©;* 
-^;r7 r -# $:-r r ^^;b^{C^LTffili/#^ ; E^J.-;i/4 5 tcm^t* * 

o 

[0 16 6] 

[ n y -f- y V ? - Z <D S HUt&fi tc *f -T -5 fett&ai 33 J: 
Ell 5\Zm-tn£.mU2 0 0 fB1i^S3 0 0 fc©Rh?tt, zizz-ryy-r- 
#<Z>#Sfr> -T^fc*»> B4ifi2 0 0^P>fH'tt^S3 0 CKD7^y*/3.**V 3 

^V3 4 # 2 o o izM^&T-zmZi&mtfmfizn&o 

[0 16 7] 

OjB*e>3B«SS«3 0 OOy^y i/a^^U 3 4 (C^St 1 - *ffi»*&JlS:B 2 7 
[0 16 8] 

n&muis&&mtomm±* ^~z^m\z%\t% > 4fxfyys27oi, 

S 2 7 0 aiC^fflSSffi&JI&l&fT^S. 02 8JC, ftii^fM^&JBV^ 
ffiSS8IiE^& (ISO/IEC 9798-2) ?:^t 0 13 2 8 &C £ V\T ft it 

btDESfeMv^v^^, ftM^f###^&;fttfffi<D#^fe^tgT&£o Hi 

2 8&C&VNT, £-f> B#6 4 fcfy hCDgLSfcRb &£j&U RbfiitfgBOI 
DT?*6ID (b) ZAlzmm-tZ* ^n^gf bfeAH frfclCB 4 Ify h© 
SURRa&£j5fcU Ra, Rb, ID (b) ©JlfitC, DE SCCBC^- Kt'i 



2001-3038642 



#2000—222125 



Bi:M©iSii: LT-en-TtKOSBIS^rtKiftjW-rsfli-efeS. DE Stf>C 
BC^e- KfcJB^fcttK a btCfcSHt-Jfft&SW:, U^tfDE S V^#t3l{C 

fcv^ttt, *jjb-i®£r a nzmmmmmmv. de sm^itm^^^x. iKa 

b£fl^TBif#ftU H^iE 1 M^TBf#jSC E 1 £ R b &3Mfil$ 

MfUU DE SRf-^ft^C^T, iKabSMv^Tlf^bU E 2 £ 

£f&U Bf#^CE2i:ID (b) ££#MffitfjMftlU D E S ftg|5 

JC^VxT, iKab &MV*TR|f#ftLT£l£Lfcl©#:fiCE 3 £ tC<fc o Tiztfs^- 
# (Token-AB) %£m-r<5o 
[0169] 

il^rtCMtSllK a b (ME*-) T'«#fbt-So gfe-r-*©«#ft# 
8stt> *L"f. flgf#:SCE 1 £|g§E*-K a bttffbl, SURR a Sff5, #UC 
Bt-^-35CE 2 £fg$E*-K a bttfifcU E 1 &fflmmmmm U R 

b£f#3„ g^JC ft i E 3 SBIE* - K a b "ettf ft ^©MJH£:E2& 
MmmWsmmL. ID(b)^#5„ ZLe>LT#£;ft£Ra, Rb, ID(b)<Z)5 
13, RbfcJ:t>*I D(b)#, Bj^aHSLfctjOfc-SfrS^fE-r*. 30D^liE 

[0 17 0] 

#UCB&, fg|iEifefcH£M'rS'feyS/s>*- (Kses) 
ffitt, SURfcEV**) „ fit, Rb, R a, Kses ©JElC, DESfflCBC 
^- KT?3SE*-Ka b !&/I^Tffc#ftU AtCjgJS-rs. 
[0171] 

tf)^ft#&ti, B<D^#ft^JS£im«tT-&3tf)-£\ *. 
3 9 LT#e>*l£Rb, Ra, KsesCW, RbfiitfRa^ A#j£fiLfc 
»"r<&XHft3E"r5. £ ©illicit ofc*§itj\ AttB £IE^& =fc T 
fSSE-TSo Sv^cffi^&fglELfctfelCfcj:, t-yi/3>Jp-Kses[t S«IiE&© 
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[0 17 2] 

IE*^BcL/fc*)<3Di:LT«taiS:jK7 (S 2 7 0 31fNo) t5 0 
[0173] 

(S 2 7 0 3TYes) Lfe^-^tt, Xf7^S 2 7 04{Cfe 
V*T, S4gf A^>f>^^r-K c o nCMl^^TtS. Z.(D#m\%. 

6 2 tCfeVxTHfrStl*. 
[0174] 

Xf'^S 2 7 0 5{C£^T, (1) 3>f>f*-Ko o n 
^-"/Oy* (EKB) ^e>^»S*lSH|p#'ffc^-KEKS:ffiV^T«F^b«iaL 
T, E (KEK, Kcon) £ £ %, IC, (2) 3>f>y*-Kcb 

n&SSE^ffllCfeVNT^Ufe-feyS/a^^r- (Kses) T?Hr^ffc#l3l£|g*T 
IT, E (Kses, Kcon) S^Jifcbt, IBH^S U^'J*- K) lCj£fg 

[0 17 5] 

Xf*^S 2 7 0 6tlt SB«S«^^fi^e>S#LfeE (Kses, K 
con) 5:t'r>3>^-ttf l/tn^f^^^-KconMU ££IC 
, K c o n &|Btt3£S£^&f&i»£*lTV^&:* h \s-i/*-K s t r tCioTBf 
LT E (Kstr, Kcon) ££/&U r *i fcM^fitCiUfgf 5„ 
[0 17 6] 

&fC, |?£3£S«:, ^r'^S 2 7 0 7(:fe^^T, Xf'y^S 2 7 0 5« 
L£E (KEK, Kcon), ^iO^^-y ^ S 2 7 0 6 T?|B1B3£ff L 
£E (Kstr, Kcon) £/8VnT, (0 2 0 #flf0 

[0 17 7] 

mLf=.T-$y r 4 Jizy^v i/3.*=tv fc^Ml"^> = 
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[0 17 8] 

Z.(D£?temmiZ£ 7T-()V(D h7f^I*TRK INFr- 

#&C&, ^{C^H^LfeHI2 0, 02 2{C^1"<J;e»lC, 3>f>7*-Kcon5: 
3i%}ik*r-ZfUv V (EKB) ^e>^#$tl-5B|p#'fb= 3 r-KE K £^THf -*Ht 
^L^bfeE (KEK, Kcon) n y^y V 3r - K c o n 5rfB'^ff IC^Sb 
&3$£*lTV\£X h b-^df-K s t r IC £oTH£-$Htb£E (Kstr, Kc 

on) <D2^<Dm^t^yTyy*-tffeffl£tiz>z.£iz&& 0 

[0179] 

^(Z)* * ny^yv<Dm^it^t. UTSIffl LTUff ^lin y-fyv 

[0 18 0] 

^©£e>&^-#:7T>f;b£M^£#£&S{c£v>TWu E (K 

EK, Kcon) fc, E (Kstr, Kcon) CD V^tlfr&jBiRttlcSUa It 
3>f>^=Jr-Kc o n £Jfc#Blfg£ 
[0181] 

#UC 2 0 0 #gB'l«^fi 3 0 0ffl75yJ/a^ i E'J34 &C*§|#$ *l7c 

[0 18 2] 

«LSi:HI«'ra>-5. ffi^SIEA^MfcLfeS^ (S 2 9 0 3tNo) tt, #L3i£;&| 
[0183] 

iSStMfi (S 2 9 0 3t'Ye s) «y 7°S 2 9 0 4 iCfe 
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^^mLt=.n^mmit, ^- # y t ^ jiqkd h v ? mmimT rk i nft- 
#£#tfiu ny^-yv*- (Kcon) (Dmrnvtuzmm-tz* z.<nmmm 

it, *-mmty*Uv V (EKB) (C^oTKfStlSrab^-KEKfC.ko 
TBt#^fb$tlfc=I>^>^dp-, ^&;bt,E (KEK. Kcon) 
V^fr^;fr&mrjt-£#t ! 3l-e&<5 0 E (KEK. Kcon) (DmMit, 5fc<D|H2 
0, 2 2 b fcf - ^ 7 7 ;H^0 h 7 >V ^ filiT R K 

[eki] ©f-^cj: *; mm^m^th^> a 

[0 18 4] 

E (KEK. Kcon) tiX V^#-£- (^^^^"S 2906 T* Yes 

) ii, 7xr>y7°S 2 9 0 7t:i^ *-MWl\ty"Uv V (EKB) (D^SiCcfcU 
, ^|^-KEK5:W|bT, J&tf#bfcHf#fl:3r-KE KJC<fc »J, E (KEK 
. Kcon) IT, n y^yv 3f- K c o n 

[0 18 5] 

E (KEK. Kcon) ^i$tlTV\^^ (Xf7 7"S 2 9 0 6tNo 

) x^^y^s 2 9 o 8 iz&^t. mmmn&fflffl^v^-Ks SIZ&^T. 

fHlt^StC^«b^M$tlT^-5X h U-i?3r-K s t r iC J: o *CHgp#ft b E ( 
Kstr, Kcon) My-i?^P-K s t riCiottf IT, ffi 

^^MS^feVATS^ttfeck^gHlt^ttT^^Lfe-fe^ 2/ a >3f-K s e s 
•eflriHtUfc^-^E (Kses, Kcon) &£&LT, S£^g{Cj£>f§-<|-£ 

o 

[0 18 6] 

tt, x-ryfS 2 9 0 9 {c^vnT, l3'»Slff;fr "b^fg L&E (Kse 
s, Kcon) fc-fey J/ a >3r-K s e s T'tf ltn>f>^^r-K c o n £ 

[0 18 7] 

^f>y7'S2 9 1 OTit ^f'y7'S 2 9 0 7, * fc^f 77°S 2 9 0 9ffl 

v>l^jx;frtc;i3v^TfljtfSi/fc:2>T->y 3p-k c o niz & vm^lk^y^-yy z>W. 
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[0 18 8] 

zn&oiz. m^itny^yy(Dn%.#m\zi£^T. n%.mmiz. e (kek 

, Kcon) &m%J4£*r--7Uy9 (EKB) ^ tl&m^4t*- K E K 

s t r IC <fcoTHf#fl:L£E (Kstr, Kcon) i:StJ<ftil:^fftS^ 

[0 18 9] 
[0 19 0] 

[KEK&iilfeEKB07^-77 h] 

$fctcB6&ffiv*T^3frfl:3f-:/ny * (ekb) ®I«7>t-7yh^ 

V^TKilfe^, £<bfC, =*-HgHHfc3f- (KEK) SfM^-^n*;^ (E 

KB) Kl«j»LT#^S©^©^ff:WJ&^-^«^ffiIJCoV%TSlW'r-S. 
[0191] 

03 <HC*-Hff#flS*- (KEK) SIM*-yn»^ (EKB) CMb 

m^mm.) it. z<D774jbfrt>&mK.j&vx*r-m-%it*- (kek) 'sk 

yffitt, KEKCJ:»JE (KEK, Kcon) Ltn^f^ 1 ^- : K 

con ^sunLXny^yv^m-^^M^f't^o iz-o^xmm-t^. 

[0 19 2] 
BLKID-EKB (4;U h) 
: BL0CKID FILE ID 
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: m&U = " E KB" (MX. ti0 x4 5 4 B 4 2 2 0) 
[0193] 
MC o d e (2 A A h) 
igljfc : MAKER CODE 

mm : mmvfrffl%%(D. ^^^^nsfj-r^n- k 

i:±SlOlf^ (*-#-:2-K) T&6t?yh din - K) 
[0194] 
LKF 

&tfc : LINK FILE INFORMATION 

ffifg : i©EKBlCJ:ota#Sft5KEKj!)<jiMBfiJ5s3>f>yf-*"e 
-fit : 0~OxFF 

b i t 7 : m^mm-y r -f 71/ (PBLI ST) IC-KM : 1, : 0 

b i 1 6 : afcfic^ai v vm. ( i c v) izmm i , m&m o 

b i t 5~0 : Uif-^" 
[0 19 5] 
LINK count 
: LINK COUNT 

tSIB : 'J>^LTV>677>f^ (iitfATRACK377-f;i/) & 
-fit: 0 — 0 x F F F F F F F F 
[0 19 6] 
Version 
: VERSION 

ffl: 0~OxFFFFFFFF 
[0 19 7] 

E A 

MVfe : Encryption Algorithm 

mm : mmmwf-vsmm? 7 4 ji<d h u-^yimrji^v x^^^t. 
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ffi : 0~0xFF 

OOh : 3DES : N'J^DE S^-KCiSffil 
01h:DES : i/ y tf )V DE S^E— F (C J: <5 

[0 19 8] 
KE K 1 
MWi : Key Encrypting Key 

mm : *~m%M*fuy9 (ekb> tp<D)i-h*c- (m±m *r-vm^4t 

U'. 0~OxFFFFFFFFFFFFFFFF 
[0199] 
KE K 2 
Mtfi : Key Encrypting Key 

mm : tc-mmt-fuv v (ekb) *<d)\,-v*- m±m *-T*m^t 

£ *i & n > ^ > *y 3f - H£ # 3f - 

U: 0~OxFFFFFFFFFFFFFFFF 
[0 2 0 0] 
E (Version) 

MtfH : Encrypted Version 

mm-, tr-mmk-fuv v (ekb) *<d)\,-v*- (m±m *--em%4t 

M : 0~OxFFFFFFFFFFFFFFFF 
[0 2 0 1] 
Size of tag part 
M*fc : Size of tag part 

mm : ffif "If i7 7>f 5f - ^ © ^ X (B y t 

e) 

i: 0~0xFFFFFFFF 
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[0 2 0 2] 
Size of Key part 
Mtfi : Size of key part 

mm : mmm&^ten? r >( ji ternm**-?- *<d j x (b y t 

e) 

I: 0~0xFFFFFFFF 
[0 2 0 3] 
Size of Sign part 
' Size of sign part 

mm : mmmm^mn7yjji'&m!&?-&T-*<nvj>B&<D-V''{x cb y 

t e ) 

•fit : 0 — OxFFFFFFFF 
[0 2 04] 
Tag part 
MVfe : Tag part 

mm : mmmwt^ftn7T4fr*mf&*&T-#<D#yBft<DT-* 

8 A-T MC$t£&V\^iiH£0-e*I#)T 8/H MC^S. 
[0 2 0 5] 
Key part 
S£l£fc : Key part 

mm : BB#«ST«r««7T>f ^feflt^-rs^-*©^-^©^-^ 

fit : -ts<X<Dm 
[0 2 0 6] 
Signature part 
Mtfi : Signature part 

mm : mmmw{"smm7T4Jizwf&'?z>T-z<Dm£ (signature 
m : -r ^tcam 



5 4 



£I2E# 2001-3038642 



#2000—222125 



[0 2 0 7] 

7 s -* [LKF] 3fblC, U>^LTVA577>f^ (WiLtfATR 

ACK377-f;i/) ISCi: Itfflf - # [Line Count] ft 5 „ 

S£$Sfitt, [LKF], [Link Count] Mt§^tlCj:*J, f 
®Bf ilP»rfif?l7 7 >f ^/P & 3t#S tlS K E K Sigffl t^§f - f t* 
j&^fr £ J: tf-f ©« & fcl £ £ # nTfB t. & S . 
[0 2 0 8] 

['J >*ft»«:«^fc7 s -*tt^ 

H$f|7-*-# [LKF] , y >* L*CV^7 7>f ;b («A«ATRACK377^ 
»fc ITOr-^ [Line Count] fcffl^T, SWifttCT-*- * <Z>^ 

[0 2 0 9] 

03i Kmmmmo)^ -*&mm®> wabhi 5 tcj^-tgB«£ss3 oo©7 

7 *; i/ a ^ ^ 'J 3 4 t:«tt S tifcf - * 7 7 >f S^t. r^T*&, Ws£ 

■5 s -* (HIFI) ©f^ h'JM©&l:«tLt^btv\S^ £<blc, 
Ii77^fil/f©T^ I/* h 'J «{#4bTt)J:K 
[0 2 10] 

03 1 {C^fWs&T 2 - * <D^ A \sV h y tCfct, S^^S^T-Y ;i/ (P B L I S 
T) . Vgmknyryy £ ItllfflATRACK 3^-* 77^^ (A 3 D) 

fEDtlSffiCte, «»©|j»ft^-7'ni/^7 7^^ (EKB 
n) tfteittSftS. ATRACK3r-^77-f;i/ ( A 3 D) ©^-^JgJCjgM 
-r^zr^T-V^^r-Sr^-r^fe^^^^-fb^r-^n y * 7r>f ;i/ (EKB n) 
AT RACK 3 7 r -f;i/ (A 3 D) tC^ * ft£ Jtf-f > * tC J: o Tf!lM 

Stis. 03 i iz^k-r cfcejic, io©fM*-^n>v^7 7>f^ (ekbi) 

3 10 1 (3) 0ATRACK3f-^77^;i/ (A3 D) #L3StC 
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[0211] 

i©»<&, tM^-^0-y^7 7>f;i/ (EKB1) 3 1 0 1 JC^jSi-Sffi-fg 
i^Bffli7 7>f;i/^ [Line Count] 3 ^©Hi/^y {Cjgffi£ 
41 -5 d i: Sr^t" * tff&H* $ ft S r t: iz Z> . 
[0 2 12] 

#^©^17 a - &m 3 2 ic^-r 0 

[0 2 13] 
[0214] 

£-f, Xf77*S 3 2 0 UCfe^t, S£=Stt&, #^©EKB77>f;i/(?)h 
VmmZmfrMV. [Line Count] *^x.y #?2> 0 ££IC, [ 
Line Count] (Z>^^> HSSt^^V^%(Z)^^>ffitC^ ^#>5g<& £>ft£M£5[ 
[n] ©EKB77^f^^m fflft [n] tt, Sigi^M^^'Jflc 
, -ttZt>t>*—mi§r{t*r- : K E K Sr«tt«^'r S««JC«i»«riB*«»K:ffi^ 
■ts^ifci: L-T&JfcSftSo 
[0 2 15] 

^f77°S 3 2 0 2|Cfc^T, JB^L-feEKBCD&ailCfcy, «8fCn 
] <D*-m^fc*- : KEK5:KI!U ift & &#£SS*©l^»1g«*: LTK 

[0 2 16] 

ZM1R-?Z>a S*>IC, ^f^7'S 3 2 0 4{Ci3l\T, ^©38^3 >^ 
ICjaM-rSKEK^RAMlC^jWStlTV^S^^SrW^L, Ye s 

3 2 0 5 iZMfr. -Z(Dy$l&KEKlzm-3^X. E (KEK, Kcon 
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[0 2 17] 

Xfy^S 3 2 04 iC£^T, ^n^^-^^cD^-^fCjiM-rSKE K^RA 

Bt#ft$tlfen>^> x y^-, 1-^*3^), E (Kstr, Kcon) (DmM&W 
JtU &Z>m&iZ* 3 2 0 7 tCfcVNT, E (Kstr, Kcon) (D 

j: »j 3>f>^=f-wiT, xf^s 3 2 0 9tm -r^t> 

[0 2 1 8] 

•X'rv^S 3 2 0 6 E (Kstr, Kcon) #&V^¥'Jj£ 

, K#lfcEKB0«#jJiaiCj:yKEK&$#U L K E K \Z «fc S E ( 

KEK, Kcon) (D^^kM SrUff It 3 >^ > ^ 3f- IT, Js'rvrf 
S 3 2 0 9tm "f-Jfefc-b, fc 3 >^>y*-K:<fc -67 s - S 

[0219] 

(EKB) (O [Line Count] Sr^-x y * U, [Line Count 
[0 2 2 0] 

l*-Mmt-?Uv V (EKB) tCfc&fgaE^f-BBM] 
±M<M$tft3f-^ny * (EKB) fc^MLfc^-CASEfsfC^T, iSML 

ico visits "fs. 

[0 2 2 1 ] 
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&mmm-&tt*m^r~ttj5Mu^tik (iso/iec 9798-2) £5^02 8 

mmKa b $r±^©»-fb^-^n^^ (EKB) bT?f£8SSlCSHrr 
[0 2 2 2] 

03 3 £J:tF0 3 4 K.mSL(D-rA>( X JC£iitf)igaiE3f - I Kn&fM#-^ 
(EKB) JC J: oTlBfe-T 3* H33ttf/H^0, 1, 2 

, 3lC#LT^-*§-oTtg&f§!iIE3r- I K n feBBte-T Sfll, 03 4lZrA4 *0, 1 
, 2, 3 t£©-T^-f* 3 £ U (PB&) ItfAM^O, 1, 2 lC;fcf LT<Z> 

[0 2 2 3] 

03 3©MT'li, Jgft^-K^r-K (t) OOCioT, SHE*- I K n £HgF 
fftbfef-* (b) ^hfefC, ^/t-Y^O, 1, 2, 3 ^C;)3V^T J £;J^ J ?*ltf>;g■ 
1-£y-F3f-, U -ytr-Zm^T^mZftfcJ - K^P-K (t) 0 0& tf 

*sm-&mmt*--7uv v (ekb) ztttiZLTmrn-tz* ^tn^tKD^A^ ^ 

It, 0 3 3ommiZ.B?£olz£ir, EKB fc&JI -"T ^ ^ i: J: y, 31 

«f3tlfcy-K^-K (t) 0 0^#U Jfc#b£7- K*-K (t) 

0 0 feffl^THiF-^ffcStlfcfgfiE^f- :Enc (K (t) 00, IKn) *'&^L 
TMU*~ I Kn&*#£rh#nrfg£&£ 0 
[0 2 2 4] 

-eofao^-f ^4, 5, 6, i -\zm-v>mmk*--7uv v (ekb) z 

Stlfey-K^r-K (t) 0 0 &5lf|.t*I £#T*£&^<DT\ gc^KUE^fcf* 

/w ^ ic^f u t g>#me* - & sfe^-r -5 3 h S S o 

[0 2 2 5] 

-15, 0 3 4 ©flit*, t*<< * 3 2>\ «fit.««©»SK: «fc *J U * (pgft) 
£*lTV>££bT, ffiwy;!/-^©^ f&t>*>, ^A>T^0, 1, 2, {C 
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ttLX<D»&.^«im&m%!i£*-'7Uy>7 (EKB) Ir^Ltffif UfcMt'fe 
Hf3 4&C^-T (a) «^-^D>y^ (EKB) (b) MU*-- (I 

Kn) (K (t) 0 0) Vm^klsf^- * Zmm? 

[0 2 2 6] 

fiIL£^M:*-:/ny ?;frkii#<z>^t-£ u - F3f-£M 

V^£^g##! ! 3glCJ: y, Jgify-K=¥- (K (t) 0 0) £Jfcf#i*-£ 0 &JC» K ( 
t) 0 OICj:*fr^fc:j:»J38i£3f- I Kn^MtS. 
[0 2 2 7] 

fl&CDiOl/-^©-^^ M^.tffA>fX4 ) 5, 6-J£, ^©raflSO-r-* 
(EKB) ?:§ibfctLTt), 7-K3f-£^ 
TJgffy -K^r- (K (t) 0 0) &3MM-S3i:#T?gfcv^ ISfiltCUjK-^ 

ffy-F^r- (K (t) 0 0) S:JR#f5ii:^tf, lE^fcfcftJ&^-rST 1 
A >f ^ © * #»SE 3f - & L T fclffi -5 d i: RTfg £ £ . 
[0 2 2 8] 

mtteZa IM*-^^ (EKB) {Cj:oTlt-5ft3*l*i#3n<S 

[0 2 2 9] 

[0 2 3 0] 

3^{c, e kb zmmisfcw.m*c-(£>mm : km^ft&. j*^eu ra^<z>fs 
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[0 2 3 1] 

5fe©m2 7 — 2 9 *m^TmmLf=.£oiz, mmtmrnzmmLt^yryya) 
mm, n&j&mK&^xi*. mKMmt&mtfmnzn. n^mumm^tt^ 

lcfev^T%Sg3iE«ta>^n^9AS:||ffS'ft*»^i:'rSo ^-F^**> CD 
-R^J£ffiSfgIE#^fgT*&£©-£\ H^^^E'J^-F U^'J^f-fi'f 

) zn&mmizmi&L. ftmt'evii-Ftn&mnmz&^xumi&m&mft 

[0 2 3 2] 

znt>(DUM*^vij- K^^fflLfe^-^tH^, n&#m'7u-&ma 5ic 
#£S£g&, n&mmft<D&m* s £Vj}-\z£<Dmx*mE&m#! l m 

L fed lt^f'^S 3 5 0 3 {CJi*, fg$E«IB&f#fcfc^i3«IK# 

, M^ii/N- K-^-r x^, cd-r, DVD^&fflv^fc-r-^iHii. n&mm* 

[0 2 3 3] 

ff^S 3 5 0 3 ©I8H«ffi&#fcfcV*a3lgjfc# % K^-f * 9 , CD 

-R, DVD^&JgV^fc^-^ieftL S£*&JS#2S*T3ftJ&V^ 
[0 2 3 4] 

^su^eu*- rc&, Kami Bxmmisfc&WEm-T-** 
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[0 2 3 5] 

Z(D£?iZ. U&mWHD%gU*—**-m%}{£'7U»J# (EKB) T'^fs 

«*SEfr, iAtfA-Ff^^, cd-r, d vDm*m^&T-*mm. ntt 

[0 2 3 6] 

affittSrH^-rs^fb^-yn v# (ekb) 

tt«^WflBfc^»rt;3f--:/ny * (EKB) £ LTIMS^ iiici *jE 
& - # ISgfi &C £ V 2> UM ^€'Jf/Wxi (DUU&\L £ Bfr it IT, ^IEt" 
- # #L fi ic £ -5 =r y r y y m m £ W m «T fi £ L fe «gj£ £ ^ "T £ v -Y iz > x 

[0 2 3 7] 

C^aiy^M ( I C V: Integrity Check Value) &ffiffif&] 
#cic, ny^yya^dkM^Wit-r^fc^lzny^yvfD^y^-^V^-^ • 
^i(icv) ^^Lt, n>^>^tc*f^#^T, I c voff-JSJcfc »j, 

[0 2 3 8] 

3>f>W>f^'Jf-f -^aiv^lt (ICV) Ji, fcl^&n^-r^ytc 
*l"tSA'j;S/3.B885tS:Mv>-Ctf-HC3n, ICV=hash (Kiev, CI, C 
2, •••) fCj:oTgtll£*l£ 0 KicvliICV4^-t&S„ CI, C2it 
3 > -J 1 >y n>r>^Ol^fiO^ »y -fe - ^S8fE4f# (MAC 
: Message authentication Code) ft^fflStl'So fu ^ L £. «k 5 (C, [MAC] 
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0 2 0T*mWVtc ATRAC 3f-3!7 r w;wc%-£**i&„ rti^^d5ffl 

bt^>r^yf>f -^x^^ii (icv) ©#f»#fc3*i<&. 

[0 2 3 9] 

DE Sf§^«J&£MV^MAC^£j&#[&EI3 6 (C^1" 0 EI 3 6 <Z)fl|/&tC 

^yt-i/'ML M2, • • MNttS) , £1\ fcJJBte (Initial Valu 
e (J^T, IVfctS) ) fcMl feSMBftafrJifirr* UtS) 
„ &fC, I 1 IDE SUSF-SffcasiCAtl, » («T, KlfctS) &JB^TH£#ffc 

ijl 2 IDE SBjf-iHfcgp^AtU «iK 1 SrMV^"TH|F#'fb-r'& (ffiijE2) 0 JSAT 

fcENW (MAC (Message Authentication Code) ) £ & 

[0 2 4 0] 

r<Z) = fcc)^n>'^> v yCDMAC'fBh I CV4^-K i c v \Z/\y */ =lMB.% 

mmhrm^rny^yv^^y^-^v^^ -^^vvw. (icv) 
testis.' 

[0 2 4 1 ] 

_ti£©J:e>&-f ^f^'Jr-f -^xy^ffi (ICV) n^-T-^^M^rlCjy- 

Lx%.f&2tizmm<DnyTyyMAcmte ± y, ioo>r>fyuf^ -^x 

(ICV) &£& > r5 3£#BrtBT*&<5. «8St©M A C £ J: § I C V<Z>ff 
HEtt, I CV=MAC (K i c v, C_MAC [0] | |C_MAC [1 

] ||C_MAC [2] U-) [Cj:ot4itSo 
[0 2 4 2] 

ny^yyZL&mzZD&^fc I c vfeteSftUTifc^ v ymmz&mi 
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[0 2 4 3] 

;*^y K^coiB'R^Bfcti, Wsgn^^yco^&^l*. HAH 5 -*, ff 
48 (ICV) S^UT»»t-*ri:^n>^>y*«^3iy^©fe«){ctt^sar 

[0 2 4 4 ] 

£Mc£v^&, W^-*. BNI*-?-*, ^n^A^-*^, i^^f^'J 
(Dny^yy^-^-^^^V lz&mzfrZ>z.}i£.teZ>o >r©J:^^^{cj3VNT 

C B C^E- KKl;fcV*T£j£3*X&;* Vi2-^SIiEl?F-^ (MAC) iCjlU, ^ a: y 
C V$:^:4?)^#^$:^f^e)^, ^- ^^lC*ff€> D E S-CBCffl® 

[0 2 4 5] 

%T3V&K.mftisf=.4y-7-1fVn -=f-x.v>7m. (ICV) 5:Mlt^Tt 
S*Mft£-rS££lCJ:y, ICVOfi>y?l|, &SV\« I C V<Z)^JEB#, m*. 

^T-'-^M^wiffe^-f y^-Wri (icv) ©£j&#t3g#. 
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ftS-rrfctffcV^ Z.(D£oiZ%r3V mammon >fyjf^ -^oiy^ffi 

(icv) zmffl^zmmz'D^Tmwtz, 

[0 2 4 6] 

aiytm (ICV) ©tettflljafcf&j^"*-. ^ ^ U * - K^©i2«a$ (7 7«^>a 
*^U) icte, EI 3 7lc^$*i-2> iofcW^-*©^ h ijjc, &&*gm 

7T^;i/ (PBLIST) , HgF#ffe=I>"X->y t. btlltDATRACK 3f- 
^^T-f;i/ (A 3D) $^fC, ^^EUiCii, aSJt<Z>A"5^^rU JCjRf s 

3>-5 t >y-5 i -* (#l~#n) «««j»$*i5 0 StR-CDA^dTU fcfcfc, 

[0 2 4 7] 

fffM^^-fb^-^n >y ? (EKB) <Z>1fJlip.& (x^-r-Y-^-T) 5:1 
^zfU fcLTKJtL-TfcJ:^. "Tfcfc'b, feS^^Kt^r-^ny ? (EKB) 

[0 2 4 8] 

S^SI^T-r;!/ (PBLIST) , «^b3>r>yilbtlfcjR©ATRA 
CK3f-^77^f;i/ ( A 3 D) * ICJ£, ftfi^x y y 12- 

HHIff-^ (MAC (Message Authentication Code) ) j&^^Jl,' r *l COM A 
CffilC^^T-f >^U^ (ICV (con) ) *^J«3tl* 

CU^htbtm tSIStl, Hie>©MAC 'J X hJcS^t I C 
-Kic v £3gfflL-T#ib*i£-f ^r^Ur-f • ^xy (ICV (con) 

[0 2 4 9] 

a>f>^MACi^it5i/-^>X^-i;7^-7>y b £®3 8 {C^f 
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£3*1 03 8©2/-^^>^^-^;*^^cr^v^T3iW.^••S. 

[0 2 5 0] 

E (kSTR, kCON) * *E U * - F©X hi/- t^-T'Bf-iHt L 3 
>f>7^-"efe§o ID (upper), ( 1 o w e r ) tt, * ^ U * - K© 
»J^F (ID) ©TOII(t'$.§ 0 C_MAC [0] S4«g7 7>f^ (P 
BLIST) <Dmf&?-*lZ.M'3^X£$ l -£ftfrMACmT*2bZ> 0 C_MAC [ 
1] M\ ny^yv. MitfAT RACK 3r-*77>f^# 1 ©r-^lcS^* 

®MACteJC£-5VN*C>f ^-r^U^-f -^xy^ffi (ICV (con) ) 

S*l> S^tlfcICV (con) ^$/iJ7^7 , Dh3;i/%aUT^ ; EyK:tff 

£j£s*is i c v&^-*i^*ijte>:ny rM&tt^&fl&fcfc-rsr uv^ 

[0 2 5 1 ] 

U^-f •fry?! (ICV) tt, ^^U*- F©iB«aiJ (79yS/a.^^y) 

ib3*ifc1H«fc l/T3B)£S*iTV^. 
[0 2 5 2] 

#*-r-dry#©-f >^y ^ (icv) £&^t-<5^-;i^- 

^7*-7»; h§rgl3 9 fC^-T, #0_revi s i o nti, A^ifLJ # 0 ©3S 
Sf^-df^ffijesn. H*fS*lfe»^tt>f >^U^>hS*lS. #0_vers 
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